
© ecfirst. All Rights Reserved. 2026

NIST SP 800-171 r3
R i s k  A s s e s s m e n t

NIST Signature  Methodology 

1
State of

NIST
7

Perform
Assessment

5
Update

Policies and
Procedures

6
Organize
Artifacts

2
Define
Scope

3

Identify
Assets

4

Develop
SSP

N
IS

T SP 800-171 r3

R
isk Assessmen

t

AI Defense, Beyond Cyber

NIST SP
Risk Assessment
Report

800-171 r3

ASSET RISK MANAGEMENT

SM

ASSET RISK MANAGEMENT

SM NIST SP 800-171 r3
Risk Assessment Portal

NIST SP
800-171 r3

90%

Intake Form

NIST SP
800-171 r3

50%

Roles

NIST SP
800-171 r3

25%

Assessment Questionnaire

NIST SP
800-171 r3

75%

Assessment Information

NIST SP
800-171 r3

60%

POA&MPlanning

NIST SP
800-171 r3

80%

NIST SP 800-171r3 Back

Home / Data Collection Forms / NIST SP 800-171r3 / Phase 1 - Planning

M
E

D
IU

M

LOW

HIGH

NIST SP
800-171 r3
RISK

 
 

 

 
 

 

 
 

 

 
 

      

N
IS

T SP 800-171 r3

R
isk Assessmen

t

Im
ple

men
t in

 federal

17
 se

cu
rit

y 
fa

m
ilie

s

 sp
ec

ific
 ru

le
 e

xi
st

s

Protect CUI in

co
nt

ra
cts

 an
d agreements

Ta
ilo

r  
th

ro
ug

h

moderate-level protection

Ap
pl

y 
w

he
n 

no
 

 nonfederal systems

1

2

3

4

5

Ensure consistent,

N
IS

T
 S

P

8
0

0
-17

1 r
3

N

IS
T SP

800-16
1 r1

800-171 r2
NIST SP

N
IS

T
 S

P
8

0
0

-5
3

 r
5

NIST Cybersecu
rity

Framework 2
.0

NIST
Risk Assessment

Peter.Harvey@ecfirst.com www.ecfirst.com


